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ojz; Cybersecurity Ecosystem

Our cyber solutions enable clients to confidently deploy
secure platforms and technologies and protect their most
critical data assets. Our Cyber Practice covers the entire
security ecosystem — from crypto to information assurance
to policy.

We partner with Information System Security Officers
(ISSOs), Chief Information Security Officers (CISOs),
Information Systems Security Engineers (ISSE), Information
Systems Security Managers (ISSM), and other business
and IT leaders at our client organizations to secure and
ensure acceptable risk levels. We do this by engineering,
implementing, operating, and maintaining solutions that
demonstrate measurable results to satisfy our client’s risk
appetite. This helps our clients confidently deploy secure
platforms and technologies that also reduce operational
costs.
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Authorization & Accreditation
(A&A)

Security Engineering

ISSO, ISSE, and ISSM Support
Data and Information Protection
Security Operations

Continuous ATO

Cyber Exercises - Support &
Execution

DevSecOps

Zero Trust Architecture
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Serving National Security & Intelligence, Civilian, and Private Sectors

DLH drives state-of-the-art innovations and solutions across the Civilian, National Security, and Intel
communities, as well as the commercial industry. Our professional technical and engineering services
deliver next-generation systems engineering, cybersecurity, technology insertion, and best practices-

based Enterprise Operations (EOps) management.

Our geographically dispersed top-talent brings proven agility and innovation while maintaining compliance
and governance. DLH stabilizes, optimizes, and transforms our clients’ environments, realizing their must-

have objectives of resilient, reliable, and forward-leaning technical efficiencies.
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Cybersecurity Tools

DLH brings a depth of experience using a wide variety of cybersecurity
software tools. We have operated and managed software, including Splunk,
Tenable, AppScan, BigFix, Jamf, SCCM, CyberArk, BitLocker, Netsparker,
SonarQube, JFrog Xray, ESET, Blackberry Protect/Cylance, FireEye, Carbon
Black, Symantec, McAfee ePO, and more. Our SMEs are prepared to support
any and all cybersecurity support software that is currently being utilized and
plans to implement in the future.

Cybersecurity Compliance

Our cybersecurity staff are well versed and up to date on current, applicable
National Institute of Standards and Technology (NIST) and Federal Information
Security Modernization Act (FISMA) regulations, as well as NIH and HHS
IT security requirements. DLH technical staff has extensive experience
continuously monitoring and maintaining security controls in all enclaves,
including cloud and cloud-hybrid, in accordance with NIST and FISMA
guidance.

Continuous Monitoring

DLH provides continuous monitoring by developing and updating POA&M
information, remediating vulnerabilities, and providing threat awareness to
support risk management decisions.

Authority to Operate (ATO)

We have experience developing applicable security documentation to
support ATO, continuous ATO (cATO), DevSecOps, and security Assessment
and Authorization (A&A) activities. For the Defense Intelligence Agency (DIA)
and U.S. Navy and Marine Corps (USMC), DLH helped the client undergo
full cybersecurity assessments for multiple programs. Our personnel have
successfully obtained more than 20 system Risk Management Framework
(RMF) ATOs for these clients and have a perfect record of zero ATO gaps in
the past five years due to our refined continuous monitoring practices.

Security Updates and Patching

We track workstation and server patches, updates, hot-fixes, service packs,
OS and application updates and make recommendations to the Government
for deployment, while adhering to program-specific policies and procedures.

Security Testing

Along with software maintenances and installation, DLH conducts functional
testing and security testing of system baselines in support of trouble
remediation and to verify installation of new equipment and software, as well
as testing/assessments of the local area network (LAN) and components.

Data Integrity

DLH uses hashing algorithms to perform audits regularly on replicated data
and data backups, based on industry best practices on to ensure data
integrity.

DLH Areas of Expertise

DLH leverages best-of-breed technology
and industry best practices to enable
our clients to optimize to the forefront
of modernization and transformation.
We deliver best-fit solutions for today,
evolution pathways for the future, and
unprecedented resilience in all things —
technology, processes, and culture.

@ Cloud Enablement

DLH drives Cloud Smart adoption and enablement
strategies that deliver practical optimization with
compliance and security — fully leveraged for your
mission, today and tomorrow.

Q Digital Transformation

Our experts facilitate rapid software delivery
through modern scaled Agile frameworks and
practices.

9 Big Data & Al/ML

Our data scientists and analysts help clients
gain insights into their big data through data
engineering, semantic modeling, predictive
analytics, AI/ML, neural networks, deep learning,
and data visualization.

Q0O DevSecOps

We don't just say we do DevSecOps, we
help clients bring Dev and Ops together by
implementing cultural change, integrating and left-
shifting security, and operationalizing Continuous
Integration and Continuous Delivery (CI/CD)
pipelines.

@_ Performance Based Logistics

We deliver full cradle-to-grave supply chain
management, lifecycle management, and logistics
support for IT systems as well as scientific and
medical devices.

-%f- Cybersecurity Ecosystem

Our cyber solutions enable clients to confidently
deploy secure platforms and technologies and
protect their most critical data assets. Our Cyber
Practice covers the entire security ecosystem —
from crypto to policy.

d@ﬁ Enterprise-Edge

IT Management
We help clients realize greater efficiencies through
IT infrastructure support (XaaS, SaaS, laaS),
comprehensive IT managed service delivery and
technology automation.

@ Consulting

We provide the expertise to transform your
enterprise environment by optimizing people,
processes, and technology while affecting positive,
mission-based organizational change.
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